
EXE 181212 
Item 10   

 
INVESTIGATION OF OFFENCES BY THE COUNCIL - USE OF COVERT SURVEILLANCE 
 
EXECUTIVE MEMBER: Councillor Gillian Troughton, Portfolio Holder for Finance 

and Resources. 
LEAD OFFICER: Darienne Law, Head of Corporate Resources. 
REPORT AUTHOR: Clinton Boyce, Legal Services Manager. 
 
WHAT BENEFITS WILL THESE PROPOSALS BRING TO COPELAND RESIDENTS? 
 
The report advises Members of recent changes in the law relating to the use of covert 
surveillance and seeks approval to the adoption of a revised policy which prescribes how 
the Council should undertake such surveillance. It also recommends changes to the 
scheme of delegation in respect of the authorisation of surveillance and advises 
Members of the outcome of a recent inspection by an Assistant Surveillance 
Commissioner. 
 
WHY HAS THIS REPORT COME TO THE EXECUTIVE? 
(eg Key Decision, Policy recommendation for Full Council, at request of Council, etc.) 
 
The Home Office relevant code of practice on covert surveillance recommends that 
members review the use of surveillance annually. The report also recommends the 
adoption of new procedures and changes to the scheme of delegation. 
 

RECOMMENDATIONS:  
 
(1)    That the changes to the legislative framework, the previous use by the Council of 

covert surveillance and the Assistant Surveillance Commissioner’s report be 
noted; 

 
(2) That the draft ‘Policy and Procedures Document on the Regulation of 

Investigatory Powers Act 2000’ at Appendix A be approved for use by the Council 
in respect of dealing with matters relating to covert surveillance; 

 
(3) That a recommendation be made to Council that the scheme of delegation be 

amended to reflect that only the following persons are authorised to grant, 
amend, renew and cancel authorisations: the Chief Executive, the Director of 
Services, the Head of Corporate Resources, the Democratic Services Manager,  
the Legal Services Manager and the Waste Services Manager provided that they 
may only exercise such delegation if they have completed an appropriate 
training course; and 

 



(4) That in accordance with the relevant Code of Practice a report be submitted to 
the Executive on an annual basis reviewing the use of surveillance by the Council 
in the previous year.   

 
1. INTRODUCTION 
 
1.1  Council officers investigate many types of offences ranging from benefit fraud, 

environmental nuisance and breaches of planning law through to dog fouling 
and littering. If the investigation is carried out without the offender knowing that 
he is being observed then this amounts to directed covert surveillance. If a 
Council Officer uses an individual to obtain evidence (e.g. sending someone 
under the age of 18 into a public house to purchase alcohol) without the 
potential offender knowing then this would be known as using a covert human 
intelligence source, commonly known as a ‘CHIS’.  

 
1.2 Such surveillance is contrary to human rights legislation unless it is carried out in 

accordance with the law and is necessary and proportionate. The relevant law is 
the Regulation of Investigatory Powers Act 2000 (‘RIPA’). This Act allows covert 
surveillance to take place where it is necessary for the prevention or detection of 
crime provided certain safeguards are put in place and the surveillance 
authorised. 

 
1.2 Examples of covert surveillance could be officers placing noise monitoring 

equipment in an adjacent property or watching a person frequent a property. 
Enforcement officers carrying out their normal duties and visible would not be 
covert surveillance.   

 
1.4 The Council cannot be law undertake intrusive surveillance which is observing 

what goes on in a residential property or private car. 
 
1.5 Covert surveillance can be carried out by an officer if it is necessary, 

proportionate, for the purpose of investigating an offence and authorised 
internally by a designated officer. 

 
2. CHANGES IN THE LAW 
 
2.1 From the 1st November 2012 two important changes to the law were introduced 

by the Protection of Freedoms Act 2012. 
 
2.2 Firstly, the type of offence for which an authorisation could be granted is 

restricted to those which carry a sentence of at least 6 months imprisonment or 
relate to trading offences of selling alcohol or tobacco to children. This 
significantly reduces the range of offences for which covert surveillance can be 



used. Only benefit fraud, food safety and some licensing offences are likely to 
remain. 

 
2.3 Secondly, an authorisation granted by a designated officer must now be 

approved by magistrate therefore requiring an application to the Court. 
 
3. USE BY THE COUNCIL OF AUTHORISED SURVEILLANCE 
 
3.1 The Council has used covert surveillance once in the last three years. Benefit 

fraud investigations are generally undertaken jointly with the DWP who can 
provide a dual authorisation for council tax and housing benefit fraud 
investigations. The reason for this is that most investigations are carried out 
overtly. In noise nuisance the alleged offender is advised that they are being 
monitored – this in itself can reduce the level of noise immediately. Food 
investigations cannot be carried out without the alleged offender knowing. 
Enforcement officers are visible; even if they are in plain clothes observing a 
location known for offending this will not constitute covert surveillance as they 
are merely observing a location and then reacting to any offences which they 
may observe. The licensing trading offences are likely to be investigated by 
Trading Standards; other licensing offences are likely to be investigated overtly 
by officers walking into premises holding unlicensed activities when they are 
happening.       

 
3.2 Despite such low use the Council must have in place procedures for granting 

authorisations for when they may need to be used. The Council will still be 
inspected on a three yearly basis by the Surveillance Commissioner. 

 
4 SURVEILLANCE COMMISSIONER INSPECTION 
 

The Council was inspected by an Assistant Surveillance Commissioner on the 16th 
October 2012 and his inspection report is attached at Appendix A. The 
recommendations set out in that report can be accepted. 

 
5 POLICY 
 
 It is necessary to have in place a policy for dealing with the grant, etc of 

authorisations. A draft policy is attached at Appendix B. This is a detailed 
document setting out procedures to be followed and forms to be used. The 
redrafting of the document to take into account the changes of the legislation 
has allowed it to be considered by the Commissioner. His proposed amendments 
have been included. Members are asked to approve that document. The 
Assistant Commissioner recommends that appendix 2 of that policy is merged 
into the policy itself rather than forming a separate appendix. This will be done 
prior to issue to staff and will not make any substantive content change. 



 
 
 
6 SCHEME OF DELEGATION 
 
6.1 In 2010 new legislation designated chief executives, directors, heads of service 

and service managers as capable of granting authorisations. The scheme of 
delegation reflected this. The Commissioner has recommended that those 
authorised be restricted to a smaller number, perhaps three or four in addition 
to the Chief Executive, adding that those authorised must have received training. 
So far, the Head of Corporate Resources and the Legal, Democratic and Waste 
Services Managers have been trained. In practical terms, taking into account 
likely use, an argument that the authorisation process should have impartiality 
and those already trained it would be sensible for those capable of authorising 
requests for covert surveillance to be restricted to the those four officers along 
with the Director of Services and the Chief Executive the latter being 
recommended by the Commissioner as being included.  

 
6.2 Further training on the Act and recent legislative changes will be arranged for 

early 2013 for all officers. 
 
6.3 No changes are proposed to the officer who is the Senior Responsible Officer for 

RIPA purposes which is the Democratic Services Manager with his deputy being 
the Head of Corporate Resources. 

 
 
7. ALTERNATIVE OPTIONS TO BE CONSIDERED 
 

No other options exist. The procedures are based in statute. 
 
8. CONCLUSIONS 
 
8.1 The requirements for a policy, appropriate delegation and three yearly 

inspections flow from statute or statutory guidance and the Council is required 
to have procedures in place for dealing with surveillance.  

 
8.2 Members are asked to endorse the recommendations as set out above in the 

box on page 1.  
 
9.      STATUTORY OFFICER COMMENTS  
 
9.1 The Monitoring Officer’s comments are: The legal position is set out above and 

in Appendix B. 
 



9.2 The Section 151 Officer’s comments are: No costs arise from this report. 
 
9.3 EIA Comments: Neither this report or the attached draft policy at Appendix B 

have any direct consequences for equality in terms of race, gender, disability, 
socio-economic, etc. This applies both to the crime threshold for use of directed 
surveillance by the Council and the judicial approval for such. 

 
9.4 Policy Framework: Neither the community strategy or the Council’s corporate 

strategy and policy framework directly relate to this report or the attached draft 
policy. Revenue and capital budgets do not need to be adjusted as the cost of 
granting authorisations can continue to be contained within existing staffing 
resources. 

 
9.5 Other consultee comments, if any: None. 
 
10.       HOW WILL THE PROPOSALS BE PROJECT MANAGED AND HOW ARE THE RISKS  

GOING TO BE MANAGED? 
 
10.1 The proposed delegations and the attached proposed policy set out how the 

authorisation procedure will be managed. 
 

10.2 The internal authorisation of requests to undertake surveillance together with 
the new requirement for judicial approval will ensure that surveillance is only 
carried out where it is essential, necessary and proportionate. A risk may arise in 
respect of collateral intrusion where the privacy of those not the subject of an 
investigation is affected. The authorisation process should take this into account 
and consider how such intrusion can be minimised if not removed. A further risk 
may arise from officers carrying out surveillance without realising that it should 
have been authorised. This is a matter for training and the training to be 
provided in early 2013 should be arranged in a manner that all officers directly or 
indirectly coming into contact with surveillance are trained either through a 
course or by separate briefings. 
 

11.       WHAT MEASURABLE OUTCOMES OR OUTPUTS WILL ARISE FROM THIS 
REPORT? 

 
An established and Commissioner approved framework for dealing with 
surveillance. 

 
List of Appendices  
 
Appendix A: Surveillance Commissioner’s inspection report dated 16th October 2012;  

and 



Appendix B: Draft policy and procedures document on the Regulation of Investigatory 
Powers Act 2000. 

 
List of Background Documents: 
 
Appendices A and B. 
 
 






































































































































































































