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STRATEGIC RISK REGISTER

LEAD OFFICER: Director of Resources and Transformation
REPORT AUTHOR: Performance and Transformation Manager
Summary:

This report presents the current Strategic Risk Register to the Audit
Committee for consideration.

Recommendation: That the Audit Committee considers the current
Strategic Risk Register and comments on any matters arising as part of
the Council’s arrangements for managing risk.

BACKGROUND

All organisations need to consider arrangements for assessing and managing
the risks which might prevent them from achieving their objectives.
Identification of risks does not mean that those risks will happen. However
acknowledging possible risks, their probability and impact if they were to
happen, gives organisations opportunity to plan and put appropriate controls
in place to minimise the impact or likelihood of the risks arising.

Creation and maintenance of risk registers is part of the framework of
corporate governance which organisations are expected to have in place.
Listing risks identified with plans to control them means that organisations can
revisit them periodically to assess progress. A risk which may have seemed
significant when it was first identified may be downgraded or another risk may
need more urgent attention after review, as it now seems more likely to cause
an unwanted impact. Any new risks can be added and the achievement of
business objectives made more secure.

ISSUES TO BE CONSIDERED

The Strategic Risk Register (attached at Appendix A) describes the Council’s
identified corporate and strategic risks and controls. It is in a format reflecting
advice gained through work with Zurich Municipal insurers to strengthen the
Council’'s approach to risk management.

The Senior Leadership Team jointly identified strategic risks to achievement of
the Council’s corporate objectives.

The risks described in the attached Strategic Risk Register are presented in
themes with a priority score and the controls in place to mitigate the risks are
described. As an example a priority score (eg B2*) uses the following scale:




Likelihood of Risk Occurring Impact of Risk Occurring
A = Very high 1 = Catastrophic

B = High 2 = Critical

C = Significant 3 = Marginal

D =Low 4 = Negligible

E = Very low

F = Almost impossible

Using this scale to assign of priorities it has been possible to create a risk
profile for the Council’s corporate objectives. The numbers of the risks refer
to items in the strategic risk register.

Copeland Borough Council Strategic Risk Profile May 2011
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The Council’s main strategic risks, which it is seeking to control and mitigate, are

10a The nuclear industry which is a major employer has an uncertain future with the
risk of significant downsize.

16 The Council's budget will be under strain due to 28% reduction in Government
funding and lower income.

10b The nuclear industry which is a major employer has an uncertain future with the
risk of significant upsize.

7 Partnership working and their effective governance is essential

11 The nuclear industry is a major employer which requires time spent which may
reduce resources for other issues.

20 Slippage, movement and rock falls on our coastal edges.

1 The Council's grant funded schemes are under increasing scrutiny as to
achieving their outcomes

2 The Council's improvement in financial management may not be sustainable.

3 The Council is required to manage multiple programmes which draw on the
same resources.

18 Transitional phase in senior management arrangements may hamper rapid




| improvement.

CORPORATE PLAN

The Strategic Risk Register contains risks that could impede delivery of the
Council’s corporate objectives. ldentifying those risks and delivering on plans
to control them will help to achieve these objectives.

CONCLUSION

The Audit Committee is asked to consider and note the attached draft
Strategic Risk Register attached at Appendix A.

List of Appendices :
Draft Strategic Risk Register.



FINANCIAL RISKS

APPENDIX A - STRATEGIC RISK REGISTER —MAY 2011 — DRAFT FOR CIRCULATION

No. Vulnerability Trigger Consequences g = = Action / Required Critical success
> 9 .g e e controls management factors & KPI's >
. 22 5 already in place | action/control z S
MR- eS8 | 2 and adequacy 33
0 s2 598 | © 53
xx. 8 AnS © 4 X =
16 The Council's Significant cut to e Large financial Close scrutiny | New Council Increased
budget will be under | grant funding savings have to of budget Plan agreed. customer
strain due to 28% occurs. Level of be made through MTFS. | Mechanism for | satisfaction.
reduction in the spend is higher than | e« Cuts in services Shared review of future | Consensus on
Government grant available budget e Potential Services Council role, policy and
funding, lower redundancies Strategy in structure and organisational
income from fees o New ways of place. activities. change.
and charges working become Service Communication | Monthly budget
received and essential reviews carried | with monitoring.
potentially e Staff worry and o out in 2010. stakeholders, Comparison of
increased demands morale issues P Treasury partners and income
for services. e Public complaints N management staff. generated with
and dissatisfaction 2 strategy in Update of budget target.
« Unable to manage GE) pIacg. MTES. Use of reserves
i o Review of less than
downsizing @ .
; a income and budgeted.
effectively Q charging taken Performance
¢ Have to use more o™ ging
reserves than S S place. Risk shov_vs .
= based reserve continuing
planned > . )
o reviewed. improvement.
e Level of reserves S5
. 28 Treasury
fall so the Councll 879 management
is less able to L8 :
. o Strategy In
cope in the future Qo place
e Council reputation &5 o '
damaged S 3 5
N O O
>9 2 >
3¢ |4 g
> Y s
& £9 |2 g
< a3 o o

(Risk scores with * are controlled as priorities)




APPENDIX A - STRATEGIC RISK REGISTER —MAY 2011 — DRAFT FOR CIRCULATION

No. Vulnerability Trigger Consequences 2 -9 = Action / Required Critical success
e 3 °T e controls mana f :
S o 5 € c gement actors & KPI's >
322e 2 g 5 already in place | action/control z S
284 v ES 2 and adequacy 25
RS 59 | @ R
xx 2 NS s @ X =
1 The Council has a Outputs not e Claw back of Individual Develop Full cost
number of schemes | achieved and/or funding occurs project files strategic recovery for all
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wholly or in part). Possible changes to the future lead delivery potential grant
Grant funding, funding offer. e Council reputation service. availability.
which is dependent damaged S Capital control | Adopt good
on delivering « Do not deliver key Q group in place. | practice in
outputs, There is regeneration o Monitoring governance.
greater scrutiny projects g arrangements | Better definition
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which requires | Decommissioning Deploying limited outcomes requirements. engagement
significant at Sellafield, LLW resources on activity beyond the Developing successful.
amounts of and MRWS not recognised in nuclear agenda. | further
time spenton | partnership RSG Additional partnership
working with it | process. Not doing other support for major | working. Review
by Council activities that are projects in place | Nuclear Working
leaders, which important to the to boost Party
may reduce community resources, for arrangements.
resources for Residents not example offer of | PPA to be agreed
other issues. recognising Council’s o financial support | enabling
role S from DECC. engagement with
Council not credited ‘:‘ c Increasing work | development
for this work § = & | with partners to partners.
Not seen as important & & © | gain support. Additional
by inspectors L5 O | West Cumbria management
w8 E Vision in place. capacity planned.
s = | MRwS
[ ¥e) S .
S S s partnership in
N ™ o | place.
>3 =
o] < %
g 2 w 5
> Y= s
: o3 2 g
0 Q3 ) o

(Risk scores with * are controlled as priorities)




APPENDIX A - STRATEGIC RISK REGISTER —MAY 2011 — DRAFT FOR CIRCULATION

- | ©
No. Vulnerability | Trigger Consequences e 2 _ | Action/ Required Critical success
e S 1E = 2| controls management factors & KPI's >
3ee |8 L2 5 already in place | action/control z S
29 g 2 25 < | and adequacy 23
0 © = T E 0 [IR)
X*2 |0oca x =
15 The Council Resources e Impact on specific Strategic LDF will Managing events
may not diverted to other communities direction agreed. | incorporate such as landslips
address work; policy e Coastal erosion Nottingham shoreline issues and flooding.
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19

The Council's
people are not
sufficiently clear
about or
prepared to
make the
changes that
are needed to
reduce the
Council's
operating costs.

Employees or
members do not
support part of the
changes that are
required for the
future of the
Council

Absence and
sickness
increases
Employment
tribunal claims
increase
Political unrest
Able employees
leave

Council cannot
enter new
partnerships or
agreements
Council cannot
reduce its
operating costs

D3

15 February 2010
14 June 2010; 20 December 2010

Chief Executive

Choosing to
Change
programme
acquired
external support
in organisational
development.
Revised HR
policies and
constitutional
arrangements
cover some
aspects of this
area.
Communication
plans
experience from
previous
programmes

Choosing to
Change
programme to
strengthen
change
management.
Organisational
Development
Strategy to plan
change in
practice and
culture.

Council can
meet
requirements to
work in different
ways and reduce
its budget in
2011-13.

At least half-yearly

(Risk scores with * are controlled as priorities)
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required to prioritisation. other projects Corporate Council Plan will | slip financially or
manage multiple | Reduced internal | ¢ Do not make Implementation | be developed in time; quarterly
key and external improvements Plan sets out an | this year (and monitoring
programmes resources. e Increased agreed set of associated reports to
which draw on pressure on staff priorities for the | 2011/2012 CIP) Executive show
the same limited e Public and year which will with the aim of completion as
resources. : members take sharpening our predicted.
e Projects disappointed by precedence for | focus on key Achieve
developed progress o available priorities. outcomes and
in isolation e Management by b= resources. Develop skills to | targets for all
e Projects crisis becomes N Council finetune projects.
compete for the norm § S Executive report | prioritisation of
limited ES now focuses actions against
resources L5 solely on the resources.
e Non-priority 10 2 _CIP and Council | Project and
projects 5 g is made aware Programme
proceed S o o of progress management
risking N ® < skills needs to be
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priorities 2 g to a wider group -
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) '-_; E = including post- =
& § S 8 project 3
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8 The Council Unable to recruit ¢ Vacancies and Additional Need to ensure Turnover rate at
needs to recruit, | and retain key gaps in structure recruitment that Council less than 10%
retain and staff e Increased channels being reputation is
develop workloads on o used, eg maintained.
effective staff. other staff S Cumbrian jobs Develop
The rural e Absence and < website, as well | workforce
location, sickness 3 as conventional | strategy.
reputation of the increases % advertising. Work to reskill
Council, and e Staff leave — o Internet is existing
presence of the vicious cycle b= g becoming most | employees to
nuclear industry Do not gain the ‘; N important take account of
can all be flexibility and § S source of reducing
obstacles. new skills 58 recruitment. resources and
required — e.g. P 5 Able to investin | help to fill
the ability to work 0§ career shortage
in partnership 5 8 Qe\(e_lopment for | professions.
Do not improve S o individuals. No
e Do not refresh T g permanent
the Council’s = > replacements to
culture 3 ‘;5 be recruited
o >
Do not achieve = @ until after 5
the corporate ge £ service reviews. =
plan 8 @< S Workforce 8‘
strategy drafted.
15
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PARTNERSHIPS RISKS
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7 Partnership Lack of an e Potential legal liabilities BECWC A coordinated Prioritise
working is an effective (accountable body) governance review | framework needs | annually our
important approach to e Resources wasted in progress. to developed and | partnership
issue and their | working in e Not delivering the External support piloted by the engagement.
effective partnerships, Council's agenda sought to tackle corporate working | Quarterly
governance is | leading to e Unable to deliver corporate governance group. project
essential. unsatisfactor objectives issues. To roll out the management
Currently a y outcomes o Not an effective partner Review of LSP framework and an | framework
lack of a e Time wasted in some and community annual cycle of will be used
planned and partnerships partnerships partnership to identify
consistent e Poor relationships with nearing ' review against and report on
approach to partners completion. A performance impact and
the . o corporate working | management Pl progress.
management * Miss out on future S roup is reviewin cycle and review | Half-yearl
9 . partnership opportunities Q group : 9 1o yearly
of partnerships e Council takes the blame - and assessing our | with annual report to
could threaten but not the praise ] S partnership profile | impact Copeland
achievement P E S using CIPFA code | assessment. Partnership
of outcomes L 5 of practice. Revised protocol
through 0 g Partnership and programme
partnership .. © protocol in place — | management
working. There S S to be reviewed system.
is a new N ® o during 10/11. Support Cumbria-
arrangement 29 S Copeland wide partnership
for the 28 o) Partnership to improvements. >
Copeland S o © provide umbrella Work to embed s
Partnership to % 3 'ﬁ for range of new partnership >
replace the & > < = partnerships. arrangements. c

(Risk scores with * are controlled as priorities)
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21 | Responding Repeated e Short time to respond, so o Communication External advice Reduced
appropriately adverse planned events or 38 Strategy under sought; Service incidence of
to inaccurate coverage in activities are disrupted; S g review. Internal reviews adverse or
or adverse local or e Damage to Council’s é‘ 3 communication opportunity to inaccurate
media national reputation >0 improved. consider future media
Coverfz_lge_ may media. ° Limited resources are § 8 Imp_rovem_ents approach.
take significant stretched; 55 achieved in
resources from e Strategic communication P § national and local
organisational is less likely to be 0 reputation during
firefighting S B expertise acquired. -
N O o Revised strategy =
g S % for media <
ES 3 relations. S
Q- < o
a i 17
N %]
[ - «
0N Vo [0) (<)
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23 | The Council Introduction of e Customers do not Regular briefing Ensure that Good result

may not new Government receive service as from Monitoring managers are from external

respond programmes expected,; Officer’s team. able to gain scrutiny.

quickly enough e Adverse opinion Attendance at access to most up | Employee

to Government locally and among events and to date sources of | and resident

policy change, external audience; reading about information in satisfaction.

have sufficient

e Council's reputation

14 June 2010; 20 December

change. Support

most effective

<]
=
i 5
capacity to suffers 3 from external_ ways. Good .
change or e Resources are 5 sources obtained change =
understand wasted in poorly o 5 under Choosing to | management =
what is managed change . § S Change arrangements in 3
required. programme. place.

(Risk scores with * are controlled as priorities)




