AUDIT COMMITTEE 29 10 08
ITEM6

AUDIT SERVICES MONITORING REPORT: SECOND QUARTER 2008/09

LEAD OFFICER: Julie Crellin, Head of Finance & Management Information
Systems
AUTHOR: Marilyn Robinson, Audit & Fraud Prevention Manager

1.0  AUDIT WORK IN THE SECOND QUARTER 2008/09

1.1 Final reports issued :
* Renovation Grants 2008/0¢ [2007/08 Grant completions]
¢ The Beacon Museum Collection 2008/09
» IT Arrangements for Business Continuity 2008/09

1.2 lssues arising

The key recommendations are given in Appendix A.
The main issues related to:

RENOVATION GRANTS 2008/09

» Clear written guidance was provided fo all applicants and that, for all the
grants in our sample, approvals were made in accordance with the Policy.
The condition requiring 5 years’ occupancy following the certified completion
of works was subsequently monitored.

= The section experienced difficulties in recruiting in 2007/08 and several key
_posts were vacant. This resulted in part of the grant process being
outsourced on a temporary basis to Anchor Housing Association. This
resulted in a deterioration of the audit trail on the grant files. For example,
afthough means testing was carried out, there was not always a copy of the
results on file. Neither was there a detailed record of inspections of the work
carried out.

» From the customer’s point of view, there was no performance monitoring of
the speed in which applications were processed.

» Reconciliations between the Renovation Grant records of payments to the

financial ledger had not been carried out during the year, again because of the
pressure cn very limited staff resources.

THE BEACON MUSEUM COLLECTION 2008/09

. The Collection Management Policy & Procedures document was in line with
Audit Commission guidelines and had been reviewed and updated in 2007.
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1.3

There were good controls in place for the maintenance and control of all items
in the Beacon Museum Collection. All items within our sample could be
located and they were accurately recorded. There was an effective security
system in place.

The valuation report of the most desirable items was found to be in order.

However, the insurance cover on the ‘All Risks’ Palicy stated that no single
item should be valued at over £125,000. We found that two items in the
collection were valued at £150,000. The Senior Accountancy Officer was
notified of this and the policy has now been amended to ensure that these
items are adequately insured.

IT ARRANGEMENTS FOR BUSINESS CONTINUITY 2008/09
The main areas for improvement related to:

» Establishing overall responsibility for the IT Disaster Recovery Plan
project and committing a member of staff or externai consultant to
complete the plan.

e Expanding the scope of the existing IT Disaster Recovery Plan from
core IT servers and systems to a complete recovery plan, with provision
of a step-by-step guide for the orderly and timely recovery of an IT
disaster.

* Reviewing and strengthening the security controls at the Moresby
Parks site, and in particular the chiller unit facilities.

» Preparing disaster recovery arrangements for Academy and Northgate
systems [Benefits, Council Tax and Non Domestic Rates systems].

» The documenting of manual procedures for system users while the iT
application is unavailable.

¢ The scheduling of tests for system restores, the IT Disaster Recovery
Plan and the local Business Continuity Plans;

Follow-up audits

A running progress report is kept of all Priority 1 and 2 recommendations
outstanding. All outstanding audit recommendations, including all
recommendations made in reports issued in this quarter, are now input on to
the Covalent System performance software. This will streamline the
monitoring process. All those key recommendations still outstanding, with a
target date up to 30 September 2008, are detailed at Appendix B.
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1.4 Issues arising from outstanding recommendations

¢ Managers are now completing their own pregress on the Covalent
System, with audit carrying out ‘reality checks”, particularly on the main
systems which are audited on an annual basis.

* Anumber of long-standing recommendations have been implemented
since we reported last quarter. However, there has been little progress
on the Finance department recommendations, as priority has been given
to work on closure of the Accounts and the 2 Accountants posts are still
vacant.

2.0 EXTERNAL AUDIT

2.1 There have been no external audit reports issued in this quarter.

3.0 INTERNAL AUDIT PERFORMANCE AGAINST AUDIT PLAN

3.1 We achieved 45% of planned audit work as at 30 September 2008, compared
to the target of 90%. A summary of the audit performance measures for the
first quarter is attached at Appendix C. The significant slippage against plan
has been caused by the Audit Manager acting up as Head of Finance for the
whole of the 2™ quarter and by the remaining audit staff carrying out detailed
testing relating to the closure of the 2007/08 Accounts. The Audit Manager
will ensure that any transactions she has authorized as acting Head of
Finance will be audited by another auditor. The work of the other auditors will
not compromise audit independence, as their work on the final accounts
related to 2007/08 transactions. Future systems work will be on the 2008/09
transactions.

4.0 STAFFING ISSUES

4.1 The Audit Manager is back in post as from 13 October and all other audit
posts are filled. However, assistance will continue to be given to the
Accountancy section until the final accounts work for 2006/07 and 2007/08 is
completed. This is expected to be until the beginning of November.

5.0 OTHER AUDIT WORK
5.1 Work has also been undertaken on:

* Beacon - Cash & Banking
¢ Training Expenses
e Cash Receipting
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6.0 CONCLUSION AND RECOMMENDATION

6.1  There has been significant slippage against the audit plan due to problems
with closing the 2006/07 and 2007/08 Accounts and the Accountancy staff
vacancies. Once the Accounts are submitted to the external auditor, audit
work detailed at 5.1 above will be completed and work will then be
concentrated on the main financial systems for the rest of the financial year,

6.2  ltis recommended that Members note this report.

List of Appendices: Appendix A — Key Findings
Appendix B — Outstanding Key Recommendations
Appendix C - Performance Indicators

Background papers: None

Consultees: Corporate Team
Management Group [on Appendix B]
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KEY RECOMMENDATIONS FROM REPORTS ISSUED
[Bold text in brackets shows the management response]

P1 & P2 AUDIT RECOMMENDATIONS ONLY

RENOVATION GRANTS 2008/09 [2007/08 Grant Completions]

(P2)

(P2)

(P2)

(P2)

(P2)

(P2)

(P2)

(P2)

That written procedures and standard documentation relating to Renovation
Grants are updated. The application form should include the statement that all
information provided could be shared with other organisations handling public
funds tc prevent and detect fraud.

[Procedures in progress].

That revised procedures should also consider higher levels of checks against
high risk groups, such as the self-employed.

[A similar questionnaire to that used for the assessment of Benefits will
be used for self-employed applicants. (Rarely receive applications from
the self-employed)}.

That procedures should also refer to the requirements of the Data Protection
Act, as applicants are providing sensitive data in regard to financial
circumstances and there may be copies of bank statements and payslips on the
files.

That the team leader also maintains a register of declaration of interests and
spot checks that these officers are not involved in the processing of those
grants.

That the date the grant application, and supporting documentafion, is received
is recorded on the monitoring spreadsheet, along with the current practice of
recording the date of approval. This would then provide management with
performance information.

[Extra column to be added to monitoring spreadsheet].

That documentary proof of benefit received is placed on the file — either a
confirmation signed by the Benefits Officer or a copy of a Benefits award letter,
for example,

[Not agreed. Action would delay processing of application. Agreed to
note telephone confirmation date and which department supplied the
information].

That a check is made that data used in the means test matches the evidence

supplied and that a copy of the means test is placed on the applicant’s file.

That a checklist is drawn up of necessary supporting documentation,

']
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(P2)

(P2)

(P1)

(P2)

(P2)

(P2)

(P2)

(P2)

(P2)

KEY RECOMMENDATIONS FROM REPORTS ISSUED
[Bold text in brackets shows the management response]

That original and official documents are requested and copied in respect of all
income, expenditure and capital. If it is a bank statement then it should show
activity of at least the previous month.

That all supporting documentation should be examined to identify that it is
original and official. A copy should be endorsed as “a true copy” by a
nominated employee and kept on file.

That the section’s authorised signatories list is kept under review and updated
when necessary.
[Authorised signatories list to be given to Team Leader].

That detailed inspection records are filed on the individual grant files.

That, if 2 Technical Inspectors are not available, then an independent officer
should carry out a random independent check of 10% of all grant claims.

That the time taken to issue the certificate of completion is monitored and the
reason for any delay is documented on the file.
[Monitoring spreadsheet to be implemented].

That a different officer should sign the approval of grant to the one who
authorises the payment. If the payment authorising officer is not available when
the payment is due, then he should retrospectively check and countersign the
payment authorised by the approvals officer.

That, where the grant is paid direct to the applicant, a receipt should be
obtained from the contractor to confirm that he has been paid.

[If the applicant requests direct payment to him/herself, the approval letter
will require the applicant to ensure that the contractor provides a receipt
to the Council, when he has received payment. This receipt should be
matched to the approved amount. (Payments are generally made direct to
the contractor, with the approval of the applicant)].

That the payment authorisation form should always be accompanied by the
original invoice when this is forwarded to the Creditor payments officer.
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(P2)

(P2)

KEY RECOMMENDATIONS FROM REPORTS ISSUED
[Bold text in brackets shows the management response]

That a second officer should check that the payment authorisation form
matches the invoiced amount and that the fees have been correctly calculated.
[At present Anchor calculate the payment and CBC check. When the
service is brought “in house” procedures will be implemented for checks
to be made within the section].

That the Housing Renewal Manager & Accountancy Services Manager carry
out spot checks to ensure that reconciliations of the Improvement Grants
records to the Financial Ledger are up-to-date throughout the financial year.

THE BEACON MUSEUM COLLECTION AUDIT 2008/09

(P2}

(P2)

(P1)

That copies of insurance documents from the borrower for all future loans of
assets from the Beacon Museum are held on file as proof,

[Photocopy and file all insurance documents relating to outward loans
with immediate effect.).

That when the loan period on items from the Beacon Museum is due for
renewal, a renewal form is completed and filed as evidence.
(Renewal of exit form to be completed for all current and future loans).

That the insurance policy be amended to reflect the correct value of these
assets and that any future alterations in the valuation listings are promptly
reported to the Head of Finance and Business Development.

[Specific items over £150k to be reported to the Head of Finance &
Business Development. Exercise to be repeated following new valuation
due October 2008. Report due November 2008. The Senior Accountancy
Officer has emailed Zurich with notification of the changes required].

IT ARRANGEMENTS FOR BUSINESS CONTINUITY

(P1)

(P1)

That a permanent senior manager be made responsible for the delivery of the
IT Disaster Recovery (DR) Plan to meet the requirements of the Corporate
Business Continuity Plan. .

[Permanent Head of Finance & MIS in post on 13 October 2008].

That either an experienced member of staff be provided with a fixed period of
time to dedicate to the completion of the IT Disaster Recovery project or
alternatively an external consultant with IT disaster experience be contracted to
undertake the task.

[To be discussed with new Head of Finance & MIS].
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(P2)

(P2)

(P2)

(P2)

(P1)

KEY RECOMMENDATIONS FROM REPORTS ISSUED
[Bold text in brackets shows the management response]

That the Business Continuity Plan ‘Priority Systems’ be updated to reflect the
findings of the consolidated documents. The final list should include all
systems, and in addition other key databases and file store on which the user
will rely. The Business Impact Analysis should be extended to all Services.
[Council wide business continuity team has been set up. Team will
address council priorities & business impact].

That the impact, according to the various types and degree of IT
incident/disaster, e.g. loss of server(s), loss of site, loss of communications, be
included within the IT Disaster Recovery Plan.

[Risk assessments for loss of server/service added to DR plan].

That the document entitled ‘Business Continuity Plan 2008’, produced by the
ICT Technical Team, be named, ‘IT Disaster Recovery Plan’.

[Bocument created and amended to suit BS25999 & audit
recommendations].

That the IT Disaster Recovery Plan state the priorities and timescales for
recovery of each system or database; this should reflect the updated priorities
and timescales stated within the Corporate Business Continuity Plan. The
estimated completion time should be supported by a breakdown of the time it
will take to complete individual tasks to achieve full restoration.

[Ongoing].

That consideration be given to incorporating the following into the final IT
Disaster Recovery Plan:

. Alternative computer site

. Suitable location of staff to access IT

. Data and voice communications arrangements

) Security of key documentation

. Location and retrieval of back-up media

. IT core hardware replacement requirements

. IT core software recovery and restore arrangements

. Application hardware replacement requirements

. Application core software recovery and restore arrangements
. Repair and re-commissioning of the main computer site

[DCR plan has sections added and amended for this recommendation].
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(P2)

(P2)

(P2)

(P2)

(P2)

(P2)

(P2)

(P2)

KEY RECOMMENDATIONS FROM REPORTS ISSUED
[Bold text in brackets shows the management response]

That the [T Disaster Recovery Plan include a clear step-by-step list of activities
required:

In the first few minutes
In the first few hours
In the same day

In the first few days

. In the next few weeks (months)
[Documentation added to DR plan].

L

That a decision be made as to who will head the IT Disaster Recovery team,
with an alternative deputy to act in his/her absence. The nominated head
should have a full understanding of all aspects of the IT Disaster Recovery
Plan.

That a copy of all IT Disaster Plan and all associated documents be kept in a
remote location off-site and that all IT key staff be fully briefed on the contents
of the Plan.

That the IT Disaster Recovery Plan include a complete list of external contacts,
and detaiis of agreements in place.
[IT DR plan full contacts section added including 3" parties and vendors].

That alternative arrangements be agreed for Academy and Northgate systems
in case of an IT Disaster situation.
[BC team (ICT no involvement)].

That documented back-up arrangements be completed, and made available to
all staff involved in the back-up process. :

[ICT Office Handbook created and sections on back up and restore
provided].

That back-up arrangements be detailed in the IT Disaster Recovery Plan, to
enable prompt recovery of the most recent system and data files. Back-up
media should be taken in a secure carrier to the secure remote site each day.
[Section to be added, with references, to the Office Handbook].

That a comprehensive set of restore procedures be maintained for all servers
and systems, and be understood by several members of IT. A complete copy
of these procedures should be retained securely in a remote location.
[Section to be added, with references, to the Office Handbook].
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(P2)

(P2)

(P2)

KEY RECOMMENDATIONS FROM REPORTS ISSUED
[Bold text in brackets shows the management response]

That the current arrangements for the server room at Moresby Parks be
reviewed and the risks associated, with the points raised in section 7.1
assessed and, if necessary, suitable controls put in place.

[Server room re sealed against water ingress, new wall mounted Air
Conditioning unit installed. New Server rack added, servers for BC
added].

That ICT develop an approach for the testing of restore procedures for all main
services and systems. Any data recovery should be logged; data recovery
should be tested where no data recovery has occurred to-date.

[Virtual server solution installed for testing and DR/BC recovery of
applications. Actions log created in Office Handbook and DR plan].

That a schedule be developed for the thorough testing of the plan, which is
documented within the IT Disaster Recovery Plan. In addition, each associated
locai business continuity plan should be tested.

[Virtual server solution installed for testing and DR/BC recovery of
applications. Actions log created in Office Handbook and DR plan].
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Audit Services Quarterly Monitoring Report 2nd Quarter APPENDIX ¢

AUDIT PERFORMANGE INDICATORS - 1 APRIL TO 30 SEPTEMBER 2008

Indicator 2007/08

2008/09
Objective | Actual to
Ref, Date

Audit Services:

% of monthly audit plan 90% 68% 90%

completed

Direct audit time as g %, 68% 64% 68% 60%
of total time o

% of 12 fundamentg) 100% 94%
systems audited against

Plan [Plus 4 b/fwd from

06/07

% of other systems 41%
audited against plan
% of follow ups issted 90% 93% 90%

* Only 3 fundamenta| system audits were due tg be completed by the end of
June. These were completed.

** 16 systems were due to be audited by the end of September. 7 of the 16 were
completed. Outstanding audits relate fo Training Expenses, Beacon cash & banking,
Leased Transport, ICT Strategy, Economic Development Projects, Procurement
Arrangements, E, Purchasing {(new system delayed), Evaluating Business Rjsk and
Business Continuity Arrangements.

the secong quarter.

R Slippage against plan due to some audits OVer-running the estimated time in the
first quarter. Significant slippage in the second quarter as augit time was largely
spent on detailed testing on capital accounting (the Fixed Asset Register), Reserves,
Debtors, Accruals and Prepayments — to underpin the work being undertaken to
close the 2007/08 Statement of Accounts.

14/10/08
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